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Agenda 
ü  Need for a DNS delegation validation tool 
ü  Background 
ü  Zonemaster 

ü  Documentation 
ü  Functional blocks 
ü  Different uses for different people 
ü  Features 
ü  Future directions 
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Need for a DNS delegation validation tool  
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je n'ai pas eu de retour, peut être que 
c'était trop sybillin 
je n'ai pas eu de retour, peut être que 
c'était trop sybillin 



Comprehensive verification of a DNS zone  
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je n'ai pas eu de retour, peut être que 
c'était trop sybillin 
je n'ai pas eu de retour, peut être que 
c'était trop sybillin 

ü Well known tools 

ü  ZoneCheck 
ü DNScheck 
ü  dnsviz 

 

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 



Why a new tool? 
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je n'ai pas eu de retour, peut être que 
c'était trop sybillin 
je n'ai pas eu de retour, peut être que 
c'était trop sybillin 

ü  Scored the existing tool (DNScheck) on the following high level criterias 

ü Modularity 
ü  Extensibility 
ü Optimization of network resources 
ü Optimization of system resources  
ü  I/O interfaces 
ü Runtime behavior selection 

ü  Final decision to develop a tool from scratch 

 

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 



Test requirements 
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DNSCheck  ZoneCheck  

    Updated Test  
    Requirements  

IANA Policy  I/P from the team External I/P 



Documentation (1/3) 
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Documentation (2/3) 
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Documentation (3/3) 
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TRTF 
ü  Zonemaster requirements →TRTF : 

https://github.com/CENTRccTLDs/TRTF 
ü Purpose: 

ü  Requirements to set up a fully functional DNS delegation for a domain name. 

ü  Create a set of test specifications for how to test a DNS delegation 

ü  Informative document 
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@ the IETF 
ü DNSOP WG  
ü Goal is to reach consensus on: 

ü Organization of the document 
ü Categories of requirements (remove/add ?) 
ü RFC level of compliance (rephrase requirements as many as 

necessary) 

ü There are already some feedbacks on ML 
ü https://tools.ietf.org/id/draft-wallstrom-dnsop-dns-

delegation-requirements-02.txt 

 

11 



Basic use (Zonemaster.net) 
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Slightly advanced use (Zonemaster.net) 
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Pre-delegated domains (Zonemaster.net) 
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Zonemaster Engine 
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ü  A Perl library  

ü  Test cases  

ü  Framework 

ü Configuration 
ü Logging 
ü Translation 
ü  Own resolver  

 

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 



Zonemaster CLI 
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Additional features in CLI with respect to the GUI 
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ü Advantages  

ü  Pre-delegation tests 

ü Have your own profile 

ü Have your own filter 

ü Have the output in raw/text/JSON 

 

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 



To use the CLI 
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ü  Need installation of engine and CLI to use CLI  

ü Currently support Debian, Ubuntu, CentOS and FreeBSD 

ü  Installation procedure for all different OS documented. Just need to copy/

paste the commands 

 

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 



Need for the backend 
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Need for local installation of the backend 
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ü JSON-RPC interface to the engine 

ü  Currently supports MySQL and PostgreSQL 

ü   Batch tests  

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 

JSON Request JSON Response 



GUI 
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Current Status 
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ü  Last full release release 

ü Components can have individual release 

ü  IIS and Afnic plan to support officially Zonemaster for another two years 

 

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 



Contributing to the Zonemaster project 
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ü  Use the tool  

ü  Report bugs/enhancements using the github issue tracker 

ü  Contribute code/documentation using git pull request 

ü  For adding a new test 
ü  Add an issue in gituhb 

ü  If accepted, requirements/specifications are added 

ü  Adding a test case in the code (“zonemaster::Test::Example”) 

ü  Create your own applications based on Zonemaster 

ü  Add translation files 

ü  Beta testers 

ü  Mentors 

 



Useful links 
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ü  github 

ü   https://github.com/dotse/zonemaster 

ü  https://github.com/dotse/zonemaster-engine 

ü  https://github.com/dotse/zonemaster-cli 

ü  https://github.com/dotse/zonemaster-backend 

ü  https://github.com/dotse/zonemaster-gui 

ü  zonemaster-devel@lists.iis.se 

ü  zonemaster-users@lists.iis.se 

ü  contact@zonemaster.net 

ü    

 

 
 

 
 
 
 
 

 
 

 

 
 

 
 

 


