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Q&% WAN Optimization Techniques

* Objective: improve WAN links performance

- WAN link characteristics: lower bandwidth, higher delays, higher
cost

Data Data
Center B Center A
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[

* Techniques:

- Compression, Deduplication (or dictionary based compression), TCP
optimization, Application caches, etc.

[ y% CENTER OPEN MIDDLEWARE SoloWAN Project - 3




deduplication

i WAN optimization based on
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WAN optimization based on deduplication
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i WAN optimization based on deduplication
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Q&% SoloWAN rationale

Commercial WOC solutions:

- Complex systems

- Scalability and elasticity issues

- High cost in terms of equipment and licensing

o

What about open source software (OSS)
based WAN optimization solutions?
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SoloWAN initial objective

Any OSS mature
solution found?

/Objective reoriented to enhance OSS OpenNOP \
WAN optimization platform with:
* Efficient deduplication algorithm
* Scalable and elastic architecture running on
standard hardware
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SoloWAN Architecture

« Based on Open Network Optimization Platform
(OpenNOP, www.opennop.org)
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Deduplication Algorithm

» Deduplication functionality based on:

- Neil T. Spring and David Wetherall. A Protocol-Independent Technique for Eliminating
Redundant Network Traffic. SIGCOMM 00.

* Main problem: how to efficiently identify repeated content?

— Computationally intensive

e Simplification:

— Compare only fixed size blocks (64
bytes) at a reduced number of

positions (32)

— Calculate a hash (fingerprint) for
each block inside a packed and store

it in the dictionary together with the | New packettoTx

packet

— Once a match is detected, look K

?

22

Transmitted packet cacky

around matching block to see if

more bytes match

—
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@&%@ SoloWAN characteristics

 Algorithms:

- Compression (originally included in OpenNOP)
- Deduplication
- Deduplication + Compression

 Available as a linux daemon or as a docker container

* First version released in nov 2014
- https://github.com/solowan/solowan

 Multithread architecture with dictionaries shared
among threads

« Demo virtual machine available with VNX based virtual
scenarios

* Wireshark Plugin to decode SoloWAN packet format
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SoloWAN Scenarios

- Optimizer-in-the-Network (oitn)

Optimizerl

Application

- End-to-End (e2e)
X

Application
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i\. 2 ’
N R1 ’
Opennopd opennopd
-7
~ 7’

h1 \\\ ’,/’ h2
~ 7’

\ .
S Process or docker container
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SoloWAN Tests

* Mainly tested with FTP, HTTP and access to mysql
databases
- Not suitable for encrypted traffic

» Using benchmark files from Silesia Corpus:
- Set of representative files (de 6 a 51 M)
- http://www.data-compression.info/Corpora/SilesiaCorpus/
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230 | @ Baseline
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0:35
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No optimization Wanos SoloWAN
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Q&%@ Web application interface

« Limited management and real time statistics:

SoloWAN Dashboard = a4~ &~
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E3Historical Data €
L Statistics online v Optimizer 1 (LAN to WAN) Optimizer 2 (WAN to LAN)
Network Traffic 20 i 1 1 1 250 l\ l\
] T F I T i )
Flow Trffc ot I I Y W 1 P P - i A AN A
o T | | I A T L A A sl 4 A B \ RA Al A AH i) BB
AR U AR ARARA R AR R SRS A AR A
#Management B W o WD AY 1% A I o W [ W A L o o
=% " \Vadll i g VNf\_ z,fivﬁ1V V!A!f\ i JAVA 2 3 75l '/\] \\ o i/\t' /\}/ ‘/\v ]h':]l - /\‘1‘
2 A A X \ FA & -4 A it L E A ! i
> 2 I i AN o .74 v I 17 .0 W 10N L B i W0 VAV o8
2 s i N VYV YN v
[2m 0s] [1m 20s] 140s] 0 2mos] {1m 20s] 140s] 0
Input speed 20.91 Mbps
Output speed 16.36 Mbps
Burst duration 191 sec Burst duratior 191 sec
I'npulY burst size 318‘\93916 bytes Input burst size 1203§1832 bytes
;n;;ut‘bur‘st av:t;:a:ge speed 1‘;32;/“);75v \n[‘;‘l’i‘t“l;l;r;t;\;e;age speed 5‘0”4Tlr\/‘lbps’ =
Output burst average speed 5.05 Mbps Output burst average speed 13.35 Mbps
Burst Optimization ratio 2.63 Burst Optimization ratio 2.64

Resources Monitor
< Optimizer 1 - CPU Optimizer 2 - CPU

T NN A il i W} vy

[ AR A NI VA i WA

§ F N NAPA A T N AN LT -
!r‘r/ \\m \VHIN:&HL yl\ 1 i B Ikﬁ\/\! lI‘lM \v" \Im A\)?A IJ'\V'\AI

A ‘ T 2 ] LA

Jatiad R . NV A
i Vi) i ) 7L AV S—

c
CPU Core 4 4

Optimizer 1 - Memory Optimizer 2 - Memory

Oié; CENTER OPEN MIDDLEWARE SoloWAN Project - 14

POLITECNICA




@4% SoloWAN in German IT press

* SoloWAN in the popular German enterprise IT magazine:
iX - Magazin fiir Professionelle Informationstechnik

» Article about open source based
optimization solutions:
- OpenNOP
- SoloWAN
- TrafficSqueezer
- Wanproxy

* Includes laboratory tests:

- Highlights the easy installation and high [ vvovimenns it el
compression rate provided by SoloWAN Portable Apps fir Windows 10

44444444

i Android 6 fast businesstauglich
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y% SoloWAN Scenarios

 Traffic redirection based on WCCPv2
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Q&%@ SoloWAN cloud architecture

 Create a scalable

architecturg based in expansion ouggplay) =E'ﬁ
SoloWAN with support

for multiple parallel Optimizer /
optimizers

- Multiple threads per Traffic Load

. Balancer
machine (SDN based)

- Multiple servers —%

» Use cloud computing
paradigms to add
optimizers as needed
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SDN based SoloWAN
% cloud architecture

« Reference and testbed scenario:

WAN Optimizer WAN Optimizer
LAN A
Router 1 Router 2
i
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s @@ %%
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Controllers
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Scalable architecture Tests
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Q&% WAN Optimization as a Service

» |ldea: Integrate WAN optimization as a service
available in Openstack laa$

* Proof of Concept implementation developed
- https://github.com/carlosv5/0aaS-network

* Based on Firewall as a Service (FWaa$)
Openstack code
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o&% Typical Openstack Scenario

[ehr]
controller

a openstack
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y% WAN Optimization as a Service

a openstack
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i WOaaS Complete Test Scenario ()

» Basic scenario tested over two Openstack clouds

- 8 openstad Cloud A : ' Cloud B 3 openstack

ManagemenfgiNetwork 3 Managefnent Network
3 I f : A 3
. — =J = ¢ : —J —J =] ;
co, pute1 atwork controller ; i controller netwo comp ;
{Vrtua Network Virtual Network}
Tunnel Network : : Tunnel Network

External Network A ‘ ' External Network B

GRE tunnel
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i WOaaS Complete Test Scenario (ll)

« Testing infrastructure:

n openstack Cloud A : Cloud B n openstack
Management Network Management Network
( compute1 \ ( network controller controller network \ ( compute1 \
G’ ) . )
Virtual Network Virtual Network
Tunnel Network Tunnel Network
--------------------------------------------- /—\ o T A |
Virtual External Network A g ] ' External Network B Virtual
. — .
Scenario A Scenario B
GRE tunnel

s Ny =
o

Switch

LaptopA LaptopB

r @ VNX @vnx_upm - Oct 23 )
vax  New Openstack Mitaka scenario. Test a simple Openstack scenario
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y% WAN Optimization as a Service

openstack

CLOUD SOFTWARE
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Virtual Testbeds

* Most SoloWAN testbeds developed using virtual testbeds based on
VNX tool

« Combining VM and virtual network emulation on the host it is
possible to run Virtual Network Scenarios

Virtual Scenario

Host
!a ) Virtual nodes
T / Net 2 N I\
-~ f l
Net 1 %J Net 3 /!‘,
q
= Net4 D o @."“"2
/=
— Internet _ Netd -~
Virtua \
) Qetworks
Real Scenario

VNX tool
http://www.dit.upm.es/vnx
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%VNX Virtual Networks over LinuX

VNX is a general purpose open-source virtualization tool designed to help
building virtual network testbeds automatically

« Characteristics:

- Uses libvirt (Linux virtualization library)
Autoconfiguration for Linux, FreeBSD, OpenBSD and Windows
Support for Dynamips (CISCO) and Olive (Juniper)
LXC containers support
Open vSwitch support

[ Design ] [ Specification | [ Creation ] [ Interaction ]

h1 h2
<vnx> B 3 e
HOST # q # 10.0.0.0124 4
</vnx>

http://www.dit.upm.es/vnx
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SoloWAN Demo VM

L L L L
« Ubuntu VM including SoloWAN virtual scenarios
o0 0 SOLOWAN-v74 [Running]
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Grabando a: ®®6/tmp/random4-16M.out66
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777777777777777777777 fps_factor 4
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Index filename °
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it @ e -- SoloWAN scenario configuration menu
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Change server p H H
3; E:::g: zi;;:: 5 1) Change OPTIMIZERS config parameters H :
9 2) Change WANEM config parameters .
. ] 3) Check opennopd status
u F’w 4) Check ssh tunnel status
5) Establish ssh tunnel
=oloh 6) Delete ssh tunnel
Soloy
(stop doct
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O
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VNX Example scenario:

Collaborative OSPF/BGP Practice

Requirements for ~400 students:
*  Backbone: 15 dynamips routers, 5
servidores

. Cient networks : 400 x 5 routers Linux

with quagga routers, 4 PCs
*  Switches
*  Configuration management
* 400 different configurations

ISP interconnection scenario running on lab servers
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- http://www.centeropenmiddleware.com/
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Thanks for your attention

Any questions?
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