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OBJECTIVES

* Public Safety Uses of WHOIS
* Current WHOIS accuracy challenges
» Case example involving inaccurate WHOIS

 Lay the ground for mutually beneficial policy on
WHOIS accuracy
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USES of WHOIS

Not only RIR community, but public uses of WHOIS:

« ACCOUNTABILITY: Ensuring IP address holders are properly registered so
individuals, consumers and the public are empowered to resolve abusive
practices that impact safety and security

« Ensuring the security and reliability of the network

 Assisting businesses, consumer groups, healthcare organizations and other
organizations in combating abuse and fraud

« Finding information about potential bad actors using IP humber
resources

« Complying with national, civil and criminal due process laws

Europol Unclassified - Basic Protection Level



6 = EUE':POL
EC3 |

PUBLIC SAFETY USE OF WHOIS

* WHOIS lookups are one of many tools
investigators use in addition to:
= Routing tables/services

= Commercially available tools
= |nternally developed tools and services

 However, WHOIS is the most common starting
point for most investigations
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THE PROBLEM

System program| problem detected

Do you want to report the problem now?

Cancel Report problem...
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THE PROBLEM

e [P Address Chain of Custody Inaccuracy Issue:

- Sub-allocations are not documented to the last downstream
provider -> leads to inaccuracy

- Each RIR tends to have different policies and requirements for
what information to retain regarding sub-allocations

* Problem only expanding as IP becomes more ubiquitous in devices

—-IOT expansion
-1Pvé
-IETF MODERN Protocol

* Seeking industry solution
- Work with RIPE community for best solution
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CHALLENGES m

Failure to get accurate WHOIS information can present the
following challenges:

 |nability to quickly identify resources used in abusive
activities

- |nability to serve legal process to the party responsible for
the resources - finding jurisdiction for suspects & victims

 Waste of time of investigators and network operators:
Investigators go from ISP to ISP to serve legal notice

* More abuse: IP hijacking...

Europol Unclassified - Basic Protection Level



= EURTPOL
EC3 |

CASE STUDY
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, & Prips 'ceniralops.net

Lotitrsd Lo it

Address lookup

lockun faled 95.168.177. ‘
Could not find a domain name corresponding to this 1P address.

1) Perform a WHOIS lookup |

|
|

Domain Whois record

mEmm—— of 95.168.177.xx

Network Whols record
Queried wheois.ripe.net with "8 95 uun.‘

‘——— Inferno listed as the host

‘ ‘f':ii, e h" German address given for LEASEWEB

RIPE handle MC21407-RIPE

----------------------------------------------------------

...... ..... R h— Abuse contact for Inferno identified

. RIPE record returned on a /24 Inferno CIDR
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) e ' 2) Query the RIPE database

Lookup results for John Doe & NIC
I MC21407-RIPE

-_-] SON This k= the J1IP= Batabase search serviee. The phjeets nJl‘
Tha 3IPC Catabasa s subjest 1o Terms and Cordit ans.,
_ e —
pArson: U JOE e
add#ess: 52 Withars (lase Lioghriitoo I priate B
addimens: ALLANTON k
addcess: L3 GFX Resolves to the original WHOIS result
add~ess: G
rMenar<s:
renarss: Inferrs Solutions Customer
rena ks Please report abuse ircidents to abuseginfernc.nane
renarss; Messages sent to cther contact addresses may not be
remarks: acted upon.
remarks:
R '3 819 834 2604 fmmm—— S A contact phone number (San Diego)
abuse-mallbox: abuseRinrerns.namn
nic-hdi: MC21487-RIPE
nnt-by: LEASEWES -DE-MN
Created: 2811-11-92786:4b6:57Z
last-modLitied: 2815-18-91715:06:16Z
sourCes RIFEZ

RIPE Database Sotware Versior 1.37.4
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History Bookmarks People Window

Databass Cuery — RIPE MNet,

& hops:tjspps.db.ripe.netisearcnfookup himi?source=RIPE&ty e

-} RIPE NCC

o Fu Taxt Sesrcq— RIPE Nate % & — RIFE Netwoark Coars 1&)

Lookup results

|

3) Research RIPE records
for Inferno (by provider

name, contact and address) ‘

5 RIPE

It

B 1500 This is the RIPE Damasase search service. The objects are in RPSL format
The W PFEalabacsa < sulbject to Teems ano D andibinns
. agin te update
role: Infermc Solutions -
address: 25 Bruton Street, Loncon W1J 60W, UK
abuse—nal bex: abusefint erno. nam:
a-mail: nailginfernn. nams
admin-c: SA2E7-RIPC
tech-c: SAGEYT-RIPE
nic-hdL: IS3335-RIPE
nnt—hy: WAVECON-MM UK address and RIPE handles

created:

Last-modiTicd:

SOouUTCe;

2011-€4-147T19:43:03Z
2011-€4-15797:43:39Z
RIPE

RIPE Datanase Software Version 1.27.4

Home Sitemap ContactUs

Service Announcements | Privacy Stazement | Legal | Cookias | Copyright
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CENTRE ‘

| Another contact and country
Alternative formats Lookup results| = more contacts can be

B SON This 's the MFC Database search 57 found if you keep IOOking- "

The RIPL Databese is subject te Te

person: Tom Smith Logn to

addres<s: 17 Knez Nilailova

addre<ss: apt. 18

address: Belgrade

-l L SO — Serbian contact address
address: Serhia

rerarks:

rerarks: ss=s Inferrp Solutions Custoner sess

rerarks: Please report aduse incidents to atusesinfernc.nane
renarks: Messages sent to other contact addresses nay not he
rerarks: acted upon,

rerarks:

phone: +1L 619 084 2664

a-rail: nailginferro.name

abuse-mnailbox: abusa@interno.name

nic-hdl: SA4597-AIPE

nnt-dy. NETDIRECT-MNT

created: ZO0B-1€-10T15:14:237

Last-moditied: 2010-84-28709:22:€5Z

source: RIPE

R PE Database Softwarea Version 1,874
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4) Identify Inferno RIPE member records for the
registered address to serve legal process on

2 person objects
2 UK addresses
1 Serbian Address
1 US contact phone number
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Search: v
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Amazon
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Great Russell St
London, England
View on Google Maps

‘l @2016 Google -© 201 6 Google Terrns of Use ' Report a problem
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Windsor Ave
London, England
View on Google Maps

Dalton House could be a server Iocatlon or
% another drop / false address ?
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LLP DESIGNATED MEMBER:
DARL IMPEX LTD ' - - e

9) Query UK Companies House Informatio

Appointed:
01/04/2011
Nationality:

NATIONALITY UNKNOWN for JOE BLOGGS to reveal Darl Telecom

No. of Appointments: 1

Address: 35 NEW ROAD and find more company identities

BELIZE
NA

LLP DESIGNATED MEMBER:
LEGRANT TRADING LTD.
Appointed:

19/03/2013

Nationality:

NATIONALITY UNKNOWN
No. of Appointments: 1
Address:

BLAKE BUILDING SUITE 102, GROUND FLOOR, BLAKE BUILDING, CORNER EYRE&HUTSON STREETS
BELIZE CITY

BELIZE

NA

....British Virgin Islands and Panama are also found
in more Companies House Records attributed to JOE BLOGGS
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Inferno Summary

= Still not 100% sure where or who to serve legal process on or
the real provider name

= The common UK address for Inferno / 3NT is a suspected drop
address (10 Great Russel St.)

= Multiple RIPE member records and handles act as good
intelligence to give LE a lead, but...

= Accuracy of records is questionable and is seen across
different open source entries

= RIPE member list records and RIPE IP object records are hard
to link together

= Multiple company address and country registrations point to 3
different continents
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CONCLUSION m

 We want to work with the RIPE Community and network
operators to develop a policy that would address some of
these concerns.

e Mutual interest to act.
e Suggestion:

= Require registration of all IP sub-allocations to downstream
provider so entire chain of sub-allocations are accurately
reflected in WHOIS.
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