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Anycast

Definition
Multiple copies of a service at different locations configured to answer with
the same IP address

Purpose
Distribution, redundancy, resilience, performance

Where
Content Delivery Networks (CDNSs)
DNS at the root and TLD levels
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Anycast uses BGP to map users to sites

But BGP only approximates closest match
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RQ's .na Approach

If BGP only approximates closest in anycast:

1. How good (or bad) is this approximation?
2. What is the impact of location of anycast sites?
3. What is the impact of routing policy?

Can we determine a minimum number of anycast sites as optimal?

To answer these gquestions we...

... study the relationship between latency and number of anycast sites
... look at the Root DNS as case of study



ROOt DNS (or a part of It)

Our case of study were four letters of the Root DNS:
C: 8 sites
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RIPE Atlas

Our vantage points (VPs) are RIPE Atlas probes

7,900 of them
174 countries
2927 ASes
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Measurements

Step 1: determine catchment
CHAQOS queries to hostname.bind to anycast prefix...

... returns a string that identifies a server

—» anycast service
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Measurements

Step 2: determine (optimal) latency
ICMP (ping) to all sites of the anycast...
... as given by the identifier from CHAOS

anycast service
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Is RTT to SYD the lowest?




what Performance go we see?

Distribution of RTT for all letters:
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We do not determine a threshold for good or bad performance...
... but we do believe that 30ms is very good



What RTT S pOSSible?

Comparing actual to optimal possible:
C-Root with 8 sites is at its optimal
|-Root with 144 sites has plenty of room
But their median is roughly the same

Note:
Comparing anycast and unicast routing
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what about lOCation?

Location matters!
Simulation using C-Root sites

from west to east coast

Note:
C-Root has sites in Europe
Bias from RIPE Atlas is visible
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what about lOCation?

Location matters! 1 —
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what about lOCation?

long distribution tail

Location matters! 1
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Sites s Location

So, at the end many sites do help those at the end of the distribution tail...
... but it depends where and how connected
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but it depends where and how connected
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So, at the end many sites do help those at the end of the distribution tail...
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but it depends where and how connected
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So, at the end many sites do help those at the end of the distribution tail...

Sites s Location
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Final Considerations

Looking at real-world anycast deployments we learned that...
... number of sites can make a difference on performance, but...
... location and connectivity of sites have higher impact
... we believe that ~12 well-connected sites is "enough’ for performance

For the future, we will focus on other purposes of anycast:
Resilience to Denial of Service attacks
Load balancing



Final Considerations

Looking at real-world anycast deployments we learned that...
... number of sites can make a difference on performance, but...
... location and connectivity of sites have higher impact
... we believe that ~12 well-connected sites is "enough’ for performance

For the future, we will focus on other purposes of anycast:
i Resilience to Denial of Service attacks g in about 20 minutes

[oad balancing (depending on Wouter)
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