
Mirai will ruin your day 
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http://hub.dyn.com/dyn-blog/dyn-analysis-summary-of-friday-october-21-attack 



I can’t change my password! 

http://arstechnica.com/information-technology/
2016/10/inside-the-machine-uprising-how-
cameras-dvrs-took-down-parts-of-the-internet/ 



Multiple types of attack 



Controller uses load balancing!   

DNS load balancing… to kill DNS? 

TCP/103 is the control port  

 
https://www.arbornetworks.com/blog/asert/mirai-iot-botnet-description-ddos-attack-mitigation/ 



Free, like the wind! 

Screen shot of forum post on mirai - describe background 



https://intel.malwaretech.com/botnet/mirai/?h=24 



http://fortune.com/2016/10/24/china-cyberattack-webcams-
xiongmai/ 





Questions?   
 

Leslie Carr 

@lesliegeek 


