About ThousandEyes

« Network Intelligence startup based in San
Francisco, CA

» Founded by a couple of UCLA PhDs

 Leverages thousands of agents to measure
performance of networks mostly through

active probing



Cloud Agent Footprint

~125 locations

worldwide

Each location is a cluster ire,
. . s s

mg{]arr?caer;y physical : - ey

Add to this 300+ ;

locations w/ enterprise
agents



Collected data

* Application
— Http, dns, voice (sip+rtp)
— Real browser tests (chrome)
* Network
— End-to-end: loss, delay and jitter
— Path trace: fwd loss, link delay
* Routing
— BGP data from RouteViews



Internet Outage Detection

Traffic Outage Detection

Routing Outage Detection

Detect outages in ISPs and
understand their impact both

globally and as it relates to a
specific customer

Metric Agent
Loss v All agents v
24h 7d 14d

18:00

Showing data from Sun, Jul 10 01:45 - 01:50 UTC (29 Days Ago)

| |
|' '
| |
J Outage affecting 8 interfaces in 1 network
|| NTT America, Inc. (AS2914)
— —
02:00 03:00 00

See the global and account
scope, as well as likely root cause

of BGP reachability outages

Metric Prefix
Reachability v 131.103.28.0/24 v
24h 7d 14d

Outage affecting 84 prefixes

Country: United States
| Network: Level 3 Communic:

-l

ations, Inc. (AS3356)

04:00
H =
Jul 10 03:00

Showing data from Sun, Jul 10 01:45 - 02:00 UTC (29 Days Ago)



Traffic Outage Detection

Customer 1 cl N%WAYOH; Salesforce
oua Agen Level 3 in San Jose

e

Boston
Enterprise Agent ‘ Google

Customer 2 — ./‘ '\.
Los Angeles Cogent in Denver -
Cloud Agent N Times

~—

1. Anonymized (http) traffic data is aggregated from all tests across the entire user base
2. Algorithms then look for patterns in path traces terminating in the same ISP
3. Exclude: noisy interfaces and non-ISP networks



Account

SCOPE e Dssced s~

\Nerwork: TeliaNet Global Network (AS1259) 0
Affected Tests 36

Location

Ashburn, VA, US
London, England, UK
Chicago, llinois, US
Hamburg, Germany

Atlanta, Georgia, US

St. Louis, MO .

Traffic Outage Detection

Global scope

Locations 5 Interfaces 126

Interfaces
95
18

o Node (with loss)
ash-bb4-link.telia.net

1 trace terminates here

IP Address 62.115.113.34

Prefix 62.115.0.0/16

Network TeliaNet Global Network (AS 1299)

Location Ashburn, VA, US S . d
Part of Outage TeliaNet Global Network (AS 1299) everlty an
Forwarding Loss 100% (32 of 32 packets)

Loss Frequency Medium SCO pe Of th e
Avg. Response 37 ms

Tests using this interface across all ThousandEyes cus rs ISsue at th |S
@ 100% affected (47 total, 3 in this account group) I nte rface

@ 0% not affected

O



Routing Outage Detection

Aggregates reachability issues in routing data from 350 routers

Outage Detected (2 monitors) v

Country United States (7]
G | O bal Network Hurricane Electric, Inc. (AS6939)
——>> Affected prefixes 171 . Monitor
SCOpe Affected origins 67 San Jose, CA
Monitor had reachability problems
Séo Paulo-8
Account / Affected Tests 1 Root Causes 2 Network Hurricane Electric, Inc. (AS 69
39)
Network % Routes Reverse DNS core1.sjc2.he.net
SCOpeEe IP Address 216.218.252.164
AS6939  Hurricane Electric/ Inc. 38% " aan
anta, -
AS36086 Telx 35% Path Changes 5
Reachability 98.9%
1916 Updates 5
Root cause )
| ' ,' Show on Timeline
an a S I S ! Show only this monitor
y Palo Alto, CA-4 . Lkl ey /l Lkl Hide this monitor
\\ = S~o - ’/ '
\ :p - :
\\ ! : San Jose, CA
\ PR !
e 12;9



Internet Outages Happen All the Time

24h 7d 14d B Interfaces ‘

~ 170 affected interfaces / hour

24h 7d 14d B Prefixes
12

Sat 02 Tue 05 Fri 08 Mon 11 Thu 14 Jul 17 Wed 20 Sat 23 Tue 26 Fri 29 August Thu 04 Aug 07

~ 1.6K prefixes / hour



Recent Major Outages Detected
April 23: Hurricane Electric route leak affecting AWS

- https://ifatbmvy.share.thousandeyes.com

May 3: Trans-Atlantic issues in Level 3
— https://blog.thousandeyes.com/trans-atlantic-issues-level-3-network/

May 20: Tata and TISparkle issues with submarine cable
— https://blog.thousandeyes.com/smw-4-cable-fault-ripple-effects-across-networks/

June 6: Hurricane Electric removed >500 prefixes

June 24: Tata cable cut in Singapore affecting Dropbox
- https://gedopd.share.thousandeyes.com

July 10: Level 3, NTT routing issues affecting JIRA

— https://blog.thousandeyes.com/identifying-root-cause-routing-outage-detection/

July 17: Widespread issues in Telia’s network in Ashburn
— https://blog.thousandeyes.com/analyzing-internet-issues-traffic-outage-detection/




Examples of outages



1. Network Layer Issues in Telia in Ashburn

https://fvamu.share.thousandeyes.com/

Metric Agent

Loss v All agents "

24h 7d 14d I Average Loss

\ "
A A Detected outage
A \ A Outage affecting 126 interfaces in 1 network
\ \/ﬁ

// TeliaNet Global Network (AS1299) de/ COi nCi d eS Wit h

g

- —
=

7:30 08:00

£
N .
packet loss spikes
L
06:00 09:00 12:00 15:00 18:00
A Outage Detected (4 nodes) v
Showing data from Sun, Jul 17 08:45 - 08:50 UTC (5 Days Ago) « Latest=+

Network:  TeliaNet Global Network (AS1299) (7]
Affected Tests 36 Locations 5 Interfaces 126

AShburn’ VA lS Location Interfaces
“ground zero” for T Ashbum, VA, US 95
-thls Outage London, England, UK 18

Chicago, lllinois, US 6
Hamburg, Germany 4

Atlanta, Georgia, US 3



Specific Failure Points in Telia

o Node (with loss)
ash-bb3-link.telia.net

1 trace terminates here

bapiy 2 1180076 High severity and wide scope

pomien Asroum VA US (Outages affecting at least 20 tests
Part of Outage TeliaNet Global Network (AS 1299) for a NA/EU interface are ||ke|y to be
Lous Proquency Ve e wide in scope)

Avg. Response 30.3ms

Tests using this Interface across all ThousandEyés customers

Terminal nodes

® 100% affected (58 total, 2 in this account group) : :
‘ ® 0% not affected IN Tella
e O
St. Louis, MO K / T~ / s ) s ) s ) e ) e 91.190.218.34

Chicago, IL E e e S—— O




2. Hurricane Electric Route Flap

https://njjgkif.share.thousandeyes.com/

Metric Prefix
Path Changes v 208.64.176.0/21
24h 7d 14d ‘ " Average Path Changes
17
Outage affecting 171 prefixes Detected O utag e
Country: United States v . . .
| Network: Hurricane Electric, Inc. (AS6939) COI n CI d eS Wlt h S pl ke
0
h in AS path ch
0 3 15:30 T 16:00 16:30 17:00 In pat C anges
06:00 " 09:00 12:00 H 15:00 L H 18:00 21:00 Jul 16 03:00 Outage Detected (2 monitors) v
Showing data from Fri, Jul 15 15:45 - 16:00 CDT (7 Days Ago) « Latest-+1
Country United States
Network Hurricane Electric, Inc. (AS6939)

Affected prefixes Al

Affected origins 67

Root cause analysis

pO|ntS tO Hurrlcane Affected Tests 1 Root Causes 2
Electric and Telx \Nem
AS6939  Hurricane Electric, Inc.

AS36086 Telx

% Routes
38%
35%



Route Flap by Hurricane Electric

St Petersburg-1
London-9 Atianta, GA
’ San Jose, CA-5 Amsterdam-2
Seattle, WA ’
’ ! Koiding, Denmark
San Jo?e, CA / .Vanoouver Calgary Atlants, GA2
"\ Atlanta, GA 8492 - 20764
3 ’ e D Palo Alto, CA-4
\ : - \

Los Angeles, CA 2 H ) W

.~ Calgary . @ Johannesburg, South Africa San Jose, CA W e 28

- i g o2 " 002 3202 . Vancouver

London-10 -
0\ .
N
N

= —= 6453
> 8428 == 6459 L

Amsterdam-2 .
syaney-1 @@

. ; Washington, DC-6
Kolding, Denmark f

Stockton, CA

St. Petersburg-1

Palo Alto, CA-4 Portland, OR

. Routes flap from \

. ’ Sao Paulo-8 Johannesburg, South Africa
: using HE to NTT, ==
then back to HE

Hurricane Electric



Traffic Issues in Hurricane Electric

Outage Detected (3 nodes) v

Network: Hurricane Electric, Inc. (AS6939)

Affected Tests 3 Locations 2

Location
New York, New York, US

Ashburn, VA, US

S&o Paulo, Brazil .—

Miami, FL .—
Dallas, TX .— ——8—

Charlotte, NC
o — — -
\ >

—/
— J— \

Hong Kong .— —
San Jose, CA .—

~
_—

Amsterdam, Netherlands .—

London, UK .—

Stocknoim, Sweden  (@)—

Dublin, Ireland O— _—

Interfaces 5

@

Interfaces

4
1

Atlanta, GA .

\/

VA NNV

X LN

© Node (with loss)
100ge3-1.corel.nycd.he.net

5 traces terminate here

IP Address 184.105.223.166

Prefix 184.104.0.0/15

Network Hurricane Electric, Inc. (AS 6939)
Location New York, New York, US
Interface Type 100 Gigabit Ethernet

Part of Outage Hurricane Electric, Inc. (AS 6939)
Forwarding Loss 90% (131 of 146 packets)

Loss Frequency Low

Avg. Response 83.2ms

Tests using this interface across all ThousandEyes customers

® 100% affected
(5 total, 3 in this account group)

® 0% not affected

Hurricane Electric

208.64.178.34



3. NTT and Level 3 Routing Issues Affect JIRA

https://ncigwwph.share.thousandeyes.com/

Metric Agent
Availability ~  Allagents
24h 7d 14d ) Average Availability
JIRA saw 0% availability
and 100% packet loss
e ]
Metric Agent Outage Detected (6 nodes) v
Loss v All agents v
an 74 14 Affected Tests 1 Locations 7 Interfaces 14

rage
_ 100%
Location Interfaces
Outage ﬁllg14llﬂeesl1 network
NTT America, Inc. (AS2914) Ashburn, VA, US
p— 0%
1:15 1:30 goae

6

San Francisco, California, US 2

San Jose, California, US 2

Showing data from Sun, Jul 10 02:00 - 02:05 UTC (12 Days Ago) « Latest=+1

Los Angeles, California, US 1

Most affected interfaces Seattle, Washington, US 1

are in Ashburn, VA Singapore, Sngapare 1

1

Tokyo, Tokyo, Japan



Outage Detected (32 monitors) v

Country United States

Network Level 3 Communications, Inc. (AS3356)
Affected prefixes 35

Affected origins 21

Affected Tests 1 Root Causes 1

Network

% Routes
AS3356

Level 3 Communications, Inc. 34%

As the primary upstream ISP,
Level 3 is associated with the
most affected routes

Routes through .....® ==
upstream ISPs NTT and

Node

NTT America, Inc. (AS 2914) (inactive)

Primary Country United States
Global Network Rank 92

Prefixes Announced 571

Johannesburg, South Africa :

SN
Stockton, CA : AT

San Jose, CA-3 ™\ v -
. ‘\\ 1668 | F )
- N /

1239

Level 3 all withdrawn

Vancouver

Frankfurt-2 San Francisco, CA

\
\ Chicago, IL

SRR
RNL Y

3257

. Z
N V! aa5y '

T R:Seattle, WA

| 2

New York, NY-1

Palo Alto, CA-4

JIRA’s /24 Prefix Becomes Unreachable

Node

Level 3 Communications, Inc. (AS 3356)

Primary Country United States
Global Network Rank 5§

Prefixes Announced 2903

' Sydney-1

~
N N

A\ \

N O, O

i VN Washington, DC-6 San Jose, CA
\

R

!

H E

\
an Jose, CA-4

\



Routers Begin Using Misconfigured /16 Prefix

Sydney-1 Stockton, CA

Johannesburg, South Africa I 1 i
i Vancouvef Amsterdam-2
St. Petersburg-1  _a Ch|<::ago. - ’ )
.San Francisoo, cA l { ’ /

4 P2

Seattle, WA
\ Lo’ndon-7 London-8" .

@ Origin

NTT America, Inc. (AS 2914)

Primary Country United States
Global Network Rank 91
Prefixes Announced 571

The /16 prefix directs to
NTT, not JIRA's network.

s ' ) 3 1\ .;:;‘_-‘-...__‘- 3. @ e THis is why the traffic path

Sdo Paulo-8 . Kolding, Denmajk 2‘

’ . Washington, DC-6
Palo Alto, CA-4 ) -

i . Atianta, GA-2
San Jose, CA

New York, NY-1 ‘ . London-11

Calgary

London-10

changed to traverse only
NTT, terminating there
when JIRA’s IP couldn’t be
found in NTT’s network.



Traffic Terminating in NTT

Node
Tokyo, Japan . ATLASSIN-IN.ear1.Washington12.Level3.net
pare Franee. @, IP Address 4.16.72.54 -
Hong Kong (@) Prefix 4.0.0.009 New Dok, India © Node (with loss)
Network Level 3 Communications, Inc. (AS 335
Zurich, Switzertand (@), 6) Seattle, WA po-2.a00.asbnva03.us.da.verio.net
Chicago 1L . Location Washington, District of Columbia, US Tokyo, Japan 6 traces terminate here
Los Angeles, CA Avg. Response 84.2ms
s poases o @ Paris, France IP Address 129.260.29.130
Denver,co @ ‘on Prefix 129.250.0.0/16
chariote,Ne @) — arens Network NTT America, Inc. (AS 2914)
ke Zurich, Switzartand Location Ashburn, VA, US
sanJose.cA (@ Interface Type Ethernet Bundle
® Chicago, IL
St. Louis, MO H
Denver, CO Part of Outage NTT America, Inc. (AS 2914)
Seattle, WA . . Forwarding Loss 100% (133 of 133 packets)
New York, NY (@) 131.103.289 Singapore -2 Loss F Medium
Avg. Response 100.5 ms
Wellington, New Zealand . San Jose, CA
Moscow, Russia (@ St. Louis, MO Tests using this interface across all ThousandEyes customers
Amsterdam, Netheriands (@)
New York, NY o
. e vork. @ 100% affected (1 total, 1 in this account group)
London, UK
o Amsterdam, Netherlands ® 0% not affected
New Deini, india (@)
@ Node London, UK
Singapore - 2
-0-2-0-3.r05.asbnva02.us.ce.gin.ntt.net Los Angeles, CA
IP Address 128.241.219.118 Charlotte, NC
128.241.0.0116
NTT America, Inc. (AS 2914) Wellington, New Zealand
Ashburn, VA, US
Interfyce Type 10 Gigabit Ethernet Moscow, Russia
Juniper

Traffic paths then change

Traffic paths originally traversed Level 3 and NTT to traverse only NTT,
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Tata Backbone Under

New Deihi, India

Path trace from New Delhi, India (10.10.10.70) to 208.82.237.246
1 10.10.10.65 (10.10.10.65) @ ms @ ms @ ms

2 180.179.204.2 (180.179.204.2) @ ms @ ms O ms IP Addross

3 180.179.192.73 (180.179.192.73) @ ms @ ms O ms Prefix

4 180.179.197.37 (180.179.197.37) @ ms @ms @O ms

5 14.140.113.85.static-Delhi-vsnl.net.in (14.140.113.85) 2 ms Network
14.141.216.93.static-Delhi.vsnl.net.in (14.141.216.93) 1ms 1 ms Location

6 * * * Avg. Response

7 1ix-ae-0-100.tcorel.MLV-Mumbai.as6453.net (180.87.38.5) 26 ms 27 ms 27 ms

Normal Conditions

PR ——— 7 7 (D) 2088223723
-7

PO I —

g g

!

if-a0-5-2.tcoro1.WYN-Marseillo.as6453.net

80.231.217.29

80.231.0.0/16

Tata Communications (AS 6453)
Marsellle, France

203 ms

8 1if-ae-9-6.tcorel.WYN-Marseille.as6453.net (80.231.217.77) <MPLS:L=1349058567,E=0,5=1,T=1> 210 ms
if-ae-5-2.tcorel.WYN-Marseille.as6453.net (80.231.217.29) <MPLS:L=1349058567,E=0,5=1,T=1> 205 ms
if-ae-5-6.tcorel.WYN-Marseille.as6453.net (180.87.38.126) <MPLS:L=1349058567,E=0,5=1,T=1> 212 ms

9 if-ae-8-1600.tcorel.PYE-Paris.as6453.net (80.231.217.6) <MPLS:L=1613169420,E=0,5=1,T=1> 216 ms 216 ms 215

10 1if-ae-3-6.tcorel.L78-London.as6453.net (80.231.130.85) <MPLS:L=2150042894,E=0,5=1,T=1> 219 ms 215 ms 219 n

11 1if-ae-17-2.tcorel.LDN-London.as6453.net (80.231.130.130) <MPLS:L=277285894,E=0,S=1,T=1> 212 ms 212 ms *

12 * * *

13 if-ae-1-3.thar2.NJY-Newark.as6453.net (216.6.57.2) <MPLS:L=1343685129,E=0,5=1,T=1> 210 ms 210 ms *

14 1if-ae-18-2.tcoreZ.NTO-New-York.as6453.net (66.198.111.7) <MPLS:L=2684618752,E=0,5=1,T=1> 207 ms 207 ms
if-ae-14-14.tcore2 .NTO-New-York.as6453.net (66.198.111.126) <MPLS:L=2684618752,E=0,5S=1,T=1> 213 ms

15 if-ae-12-2.tcorel.N75-New-York.as6453.net (66.110.96.5) 210 ms 210 ms 212 ms

16 66.110.96.146 (66.110.96.146) 210 ms
66.110.96.138 (66.110.96.138) 217 ms
66.110.96.142 (66.110.96.142) 209 ms

17 hu-1-3-0-8-cr@2.newyork.ny.ibone.comcast.net (68.86.84.241) 209 ms
hu-1-3-0-2-cr@z.newyork.ny.ibone.comcast.net (68.86.83.97) 218 ms
hu-1-4-0-0-croz.newyork.ny.ibone.comcast.net (68.86.84.249) 215 ms

18 et-15-1-0-0-ar@l.whitemarsh.md.bad.comcast.net (68.86.94.102) 216 ms 216 ms 219 ms

19 te-8-1-ur@l.michiganave.dc.bad.comcast.net (68.85.133.70) 219 ms 220 ms 221 ms

20 50-203-200-110-static.hfc.comcastbusiness.net (50.203.200.110) 216 ms 216 ms 218 ms

21 post.craigslist.org (208.82.237.246) 214 ms 217 ms 220 ms



Trouble in the Tata Backbone

- May 17t 2016 06:10-8:30 PDT (13:10-15:30 UTC)

- Performance degradation in Tata India to Europe
bac} e G——————— —}

Forwarding Loss
IP Address
Prefix

Network
Location

Avg. Response

ix-ae-0-100.tcore1.MLV-Mumbai.as6453.net
3 traces terminate here

100% (93 of 93 packets)
180.87.38.5

180.87.0.0/17

Tata Communications (AS 6453)
Pune, Maharashtra, India

26 ms

Path trace from New Delhi, India (10.10.10.70) to 208.82.237.6

1

NV A wWwN

10.10.10.65 (10.10.10.65) @ ms @ ms @ ms

180.179.204.2 (180.179.204.2) Sms 1ms 1 ms

180.179.192.73 (180.179.192.73) ©@ms @ ms @ ms

180.179.197.41 (180.179.197.41) 1ms @ ms @ ms
219.65.44.177.static-delhi.vsnl.net.in (219.65.44.177) 1ms 1 ms 1 ms

* * X

ix-ae-0-100.tcorel .MLV-Mumbai.as6453.net (180.87.38.5) 26 ms 26 ms 26 ms



And Also in Telecom lItalia Sparkle

* 06:35-6:40 PDT (13:35-13:40 UTC)
+ TISparkle Mediterranean backbone sees complete loss

24h 7d 14d I Average Loss [ Palermo, Italy
T 100%

06:30 07:00 07:30 08:00 08:30 09:00 09:30

st rorors (I I S—— E—

/'

Path trace from Bucharest, Romania (93.115.82.43) to 45.57.3.131 xe-10-0-0.bucaresti.buc.seabone.not
1 buc-ird-35sw.voxility.net (93.115.82.33) 1@ms @ms 7 ms 1 trace terminates hore
. . Forwarding Loss  100% (32 of 32 packets)
2 buc-ird-0@lc.voxility.net (93.114.40.153) @ ms @ ms @ ms IP Address 93.186.132.50
3 buc-ird-@lgw.voxility.net (109.163.235.49) @ ms 1 ms Profix $3.186.128.0121
buc-ird-02gw.voxility.net (109.163.235.61) 4 ms f:;j:’: ;:';‘°'""""5"’*‘°“‘“’”’
4 xe-9-0-0.bucarestl.buc.seabone.net (93.186.132.48) @ ms © ms Interface Type 10 Gigabit Ethernet
xe-10-0-0.bucarestl.buc.seabone.net (93.186.132.50) 14 ms Vendor Juniper

Avg. Response 14 ms



European Detour In Effect

* Netflix (AS2906) begins to route via Level 3 (AS3356)
iInstead of directly through TISparkle (AS6762)

 Traffic flowed via Frankfurt rather than Paris (and
Marseilles)

ooooooo



What Commonalities between Tata and TIS?

» Multiple,
geographically
correlated backbone
outages

» Both share
Mediterranean
transit paths on
Sea-Me-We-3 and
Sea-Me-We-4

Poland
~Germany

Tunisia

Nigeria

Namibia

Botswana

A
South Afvi((:)a

http://www.submarinecablemap.com/#/submarine-cable/seamewe-4

Ukraine

South Sudan EOPIa

Zimbabwe

Somalia

Kenyal. .

Madagascar

Kazakhstan

Uzbekistan 4, g, 7e1an

,
5
:
2
=

Afghanistan”

<

Mongolia

China

Submarine Cable List

SeaMeWe-4
2 Email link

RFS: December 2005

Cable Length: 20,000 km

Owners: Bangladesh Telegraph and Telephone Board
(BTTB), Orange, SingTel, Telecom ltalia Sparkle, Tata
Communications, PT Indonesia Satellite Corp., Telekom
Malaysia, Airtel (Bharti), Sri Lanka Telecom, Etisalat,
Saudi Telecom, Communications Authority of Thailand,
Tunisia Telecom, Verizon, Pakistan Telecommunications
Company Ltd., Telecom Egypt, Telstra

URL: http://www.seamewed4.net

Landing Points

Alexandria, Egypt
Annaba, Algeria

Bizerte, Tunisia
Chennali, India

Colombo, Sri Lanka
Cox’s Bazar, Bangladesh
Fujairah, United Arab Emirates
Jeddah, Saudi Arabia
Karachi, Pakistan
Marseille, France
Melaka, Malaysia
Mumbai, India

Palermo, Italy

Satun, Thailand

Suez, Egypt

Tuas, Singapore



SEA-ME-WE-4 Cable

Background

« Connects Europe
to Middle East,
South and SE
Asia

* 4.6 Tbps

* Has suffered
more than a
dozen major
faults




Issues Spread in the Tl Sparkle Backbone

* 6:45-8:10 PDT (13:45-15:10 UTC)
« POPs affected in Europe and Americas

— Palermo, Santiago, Milan, Catania, Baires, Frankfurt, Paris,
Dallas, London, Miami, New York

— Peering drop with Level 3 Paris

] B Average Loss ([l Santiago de Chile, Chile

An " o4 o
09:0 18:00
Santiago de Chile, Chile () mmmpmm—— — ﬁ
—— = T
oooooooooooooooooooooooooooooooooooo
3 traces t
orwarding Loss 100% ( pa )
P Address 195.2
Prefix 195.2
Nen lec:



Why Would This Impact the Americas?

Tl Sparkle bt
backbone N
connects Latin ...

America to
Europe via \
Miami and New | " el

Jersey Lo ity

Terres trial Backbone
= LANautilus Backbone

MedNautilus Backbone
SEA-ME-WE-3
—— SEA-ME-WE-4
IMEWE
SAT-3/WASC/SAFE
Columbus |11
Other Submarine Cables




And BGP Sessions Begin to Fail

* 6:45-7:15 PDT (13:45-14:15 UTC)
» Reachability affected for thousands of prefixes due to Tl

Sparkle network
— 85 prefixes in the Netherlands (BIT, Akamai)
— 1479 prefixes in Argentina (Telecom Argentina)

— 95 prefixes in Greece (FORTHnNet)
* Hence, faults in a Mediterranean cable can disrupt BGP
sessions that cause dropped traffic worldwide



Eventual Announcement as to Root Cause

+ Segment 4 (Cairo to
Marseilles) faulty
repeater acknowledged 2
days later

- Likely cause between
Palermo and Marselilles
based on the data we've
seen

SEA-ME-WE-4 outage

Schedule

Activity-1

Start Date/Time  13th May 2016, 11:00pm, Pakistan Standard Time

End Date/Time 14th May 2016, 3:00am, Pakistan Standard Time
Scope of work Power re-configuration in SMW4 Segment-4

Impact Degradation of Service on all international IP services
Activity-2
Start Date/Time 15th May 2016, 5:00am, Pakistan Standard Time

End Date/Time 22nd May 2016, 4:59am, Pakistan Standard Time
Scope of work Replacement of faulty repeater (R4113) in SMW4 Segment-4
Impact Degradation of Service on all international IP services

Activity-3

Start Date/Time  22nd May 2016, 5:00am, Pakistan Standard Time
End Date/Time 1st June 2016, 4:59am, Pakistan Standard Time
Scope of work Replacement of faulty repeater (R4103) in SMW4
Impact Degradation of Service on all international IP services

http://www.gossamer-threads.com/lists/nsp/outages/58551?do=post_view_threaded




ThousandE -

Thank You
@rveloso

https://blog.thousandeyes.com/category/outage-reports/

31



